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UNITED STATES DISTRICT COURT
DISTRICT OF NEW JERSEY

UNITED STATES OF AMERICA

v, Mag. No. 23-11200 (AME)

FERAS KHALIL AHMAD
ALBASHITI
a’/k/a “rlz,”
a/k/a “Feras Bashiti,” and
a/k/a “Firas Bashiiti”

AFFIDAVIT

I, David E. Malagold, being duly sworn, hereby depose and state:

I I am a citizen of the United States of America and a resident of the State
of New Jersey. I have been employed as an Assistant United States Attorney in the
United States Attorney’s Office for the District of New Jersey since May 2006. My
duties include the prosecution of persons charged with violations of the criminal laws
of the United States. Based upon my training and experience, I have become
knowledgeable in the criminal laws and procedures of the United States.

2 In the course of my official duties, I have become familiar with the
charges and evidence in the case against FERAS KHALIL. AHMAD ALBASHITI,
also known as “rlz,” “Feras Bashiti,” and “Firas Bashiti,"’ entitled United Statesv. Feras
Khalil Ahmad AlBashiti, Mag. Number 23-11200 (AME), which arose out of an

investigation by the Federal Bureau of Investigation (FBI).
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THE CHARGES AND RELEVANT UNITED STATES LAW

3. On December 6, 2023, United States Magistrate Judge André M.
Espinosa, sitting in the United States District Court for the District of New Jersey,
issued a three-count Superseding Criminal Complaint, Mag. No. 23-11200 (AME),

charging AlBashiti with the crimes listed below:

Count Crime Statutory Maximum
Citation Penalty

One Fraud and 18 U.S.C. § 1030(a)(6)(A) | 1 year imprisonment,
related activity $100,000 fine,
in connection 1 year supervised release,
with computers $100 special assessment

Two | Fraud and 18 U.S.C. § 1029(a)(5) 15 years’ imprisonment,
related activity $250,000 fine,
in connection 3 years supervised release,
with access $100 special assessment
devices

Three | Fraud and 18 U.S.C. § 1029(a)(2) 10 years’ imprisonment,
related activity $250,000 fine,
in connection 3 years supervised release,
with access $100 special assessment
devices

4, A complaint is a charging document that alleges violations of the

criminal laws of the United States. Under United States law, in order for a complaint
to issue, a United States Magistrate Judge must review a sworn statement of a law
enforcement officer regarding the essential facts concerning the offense charged—in
this case, a sworn statement of Federal Bureau of Investigation Task Force Officer
Baker—and determine whether there is probable cause to believe that a crime has been

committed and that the defendant committed the crime.



Case 2:23-mj-11200-AME  Document 6  Filed 12/13/23 Page 3 of 32 PagelD: 25

e If AlBashiti’s extradition to the United States is granted, another
charging document, called an indictment, will be sought from a federal grand jury
sitting in the District of New Jersey, unless AlBashiti waives indictment. If AlBashiti
waives indictment, the United States Attorney for the District of New Jersey will issue
a charging document called an information. The indictment or information, which
would supersede the criminal complaint, would only include the offenses as alleged in
the criminal complaint and as set forth above.

6. Based on the charges in the Superseding Complaint, on December 6,
2023, the United States District Court for the District of New Jersey issued an arrest
warrant for AlBashiti. This arrest warrant remains valid and executable to bring
AlBashiti before the Court to stand trial. It is the practice of the United States District
Court for the District of New Jersey to retain original documents and warrants to file
them with the Clerk of the Court. Therefore, I have obtained certified true and accurate
copies of the December 6, 2023, Superseding Complaint and arrest warrant from the
Clerk of the Court and have attached them to this affidavit as Exhibit A and Exhibit
B, respectively.

7. The relevant portions of the statutes cited above are attached to this
affidavit as Exhibit C. Each of these statutes was duly enacted and in force at the time
the offenses were committed and at the time the Superseding Complaint was filed, and

they remain in full force and effect. A violation of Count One constitutes a
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misdemeanor under the laws of the United States. A violation of Counts Two and
Three constitutes a felony under the laws of the United States.

8. Regarding Count One of the Superseding Complaint (18 U.S.C. §
1030(a)(6)(A)), the United States must prove: (1) that AlBashiti knowingly and
without authorization trafficked in a password, or simﬂar information through which
a computer may be accessed; (2) that AlBashiti acted with intent to defraud; and (3)
AlBashiti’s acts affected interstate or foreign commerce.

9. Regarding Count Two of the Superseding Complaint (18 U.S.C. §2
and §1030(a)(5)), the United States must prove: (1) that AlBashiti knowingly
conducted a transaction with one or more access devices that had been issued to
another person; (2) that AlBashiti did so to obtain money, good or any thing of value
of at least $1,000 during any one-year period; (3) that AlBashiti did so with the intent
to defraud; and (4) AlBashiti’s conduct affected interstate or foreign commerce. An
access device means any card, plate, code, account number, electronic serial number,
mobile identification number, personal identification number, or other
telecommunications service, equipment, or instrument identifier, or other means of
account access that can be used, alone or in conjunction with another access device,
to obtain money, goods, services, or any other thing of value, or that can be used to

initiate a transfer of funds (other than a transfer originated solely by paper instrument).
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10.  Regarding Count Three of the Superseding Indictment (18 U.S.C. §2
and §1030(a)(2)), the United States must prove (1) that AlBashiti knowingly used or
trafficked in one or more unauthorized access devices; (2) that by such conduct
AlBashiti obtained any money, good or thing of value with a total value of at least
$1,000 during any one-year period; (3) that AlBashiti did so with intent to defraud,
and (4) AlBashiti’s conduct affected interstate or foreign commerce. An “access
device” is a credit card, plate, code, account number, electronic serial number, mobile
identification number, personal identification number, or other means of account
access that can be used alone or in conjunction with another access device, to get
money, goods, services, or any other thing of value, or that can be used to initiate a
transfer of funds (other than a transfer originated solely by a paper instrument).
Passwords are access devices. An “unauthorized access device” is an access device
that’s lost, stolen, expired, canceled, revoked, or obtained with the intent to defraud.
To “use” includes any effort to obtain money, goods, services, or any other thing of
value, or to initiate a transfer of funds with an unauthorized access device. To “traffic
in” means to transfer, or otherwise dispose of an unauthorized access device to
another, or to possess or control an unauthorized device with the intent to transfer or
dispose of it to another person. To act “with intent to defraud” means to act with the
intent to deceive or cheat, usually for personal financial gain or to cause financial loss

to someone else. The term “interstate commerce” refers to any transaction or event
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- that involves travel, trade, transpor“;ation or communication between a place in one
state and a place in another state. The term “foreign commerce” refers to any
transaction or event that involves travel, trade, transportation or communication
between a place in the United States and a place outside the United States.

11.  Counts Two and Three allege that AlBashiti also may be found guilty as
an aider and abettor. Title 18, United States Code, Section 2, provides that whoever
commands, procures, assists in, or causes the commission of a crime shall be held
accountable and punished in the same manner as the principal, or the person who
actually carried out the task. This means that AlBashiti 's guilt may be proven even if
AlBashiti did not personally perform every act involved in the commission of the
charged crime. The law recognizes that ordinarily, anything a person can do }for herself
may also be accomplished by directing another person as an agent, or by acting
together with another person, or by acting under the direction of another person, or by
acting together with another person or persons in a joint effort. So, if the acts or
conduct of another person were willfully directed or authorized by AlBashiti, or if
AlBashiti aided and abetted another person by willfully joining together with that
person in the commission of a crime, then the law holds AlBashiti responsible for the
conduct of that person, just as if AlBashiti had engaged in the conduct himself.

12.  Ihave also included as part of Exhibit C the true and accurate text of 18

U.S.C. § 3282, which is the statute of limitations for the crimes charged in Count One
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through Three of the Superseding Complaint. The statute of limitations requires that
a defendant be formally charged within five years of the date on which the offense or
offenses were committed.

13. I have thoroughly reviewed the applicable statute of limitations for the
crimes charged in Count One through Three of the Superseding Complaint, and the
prosecution of the charges in this case are not barred by the statute of limitations.
Because the applicable statute of limitations is five years, an indictment or information
needs to be returned by May 19, 2028.

14. The United States will prove its case against AlBashiti through witness
testimony and documentary evidence.

15.  AlBashiti has not been tried or convicted of any offense charged in the

indictment, nor has he been ordered to serve any sentence in connection with this case.

SUMMARY OF THE INVESTIGATION AND FACTS OF THE CASE
16. A cybercriminal forum (the “Forum”) known to U.S. law enforcement
was a marketplace where individuals such as AlBashiti would promote and facilitate
a wide variety of criminal activities including, among other activities, computer
hacking, the sale of access to protected computers worldwide, and trafficking in stolen

data, including personally identifiable information of U.S. residents. AlBashiti, using
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the online moniker “r1z”, offered numerous illegal services for sale on the Forum. On
or about May 8, 2023, an FBI undercover employee (hereinafter “UC1”) observed that
AlBashiti was offering to sell access to 50 victim companies that were using one of two
particular commercial firewall products.

17.  On or about May 19, 2023 UCI1 purchased from AlBashiti access to 50
victim companies that were using one of two commercial firewall protections. After
making this purchase, AlBashiti sent UC1 a list of IP addresses and usernames, as well
as instructions on how to use that information to gain access to the computer networks
of the victim companies. U.S. law enforcement verified that the information AlBashiti
provided UCI enabled unauthorized access to the 50 victim companies’ computer
systems. Further, U.S. law enforcement confirmed with the companies that sell the
commercial firewall products that the information sold by AlBashiti appeared to be
malicious computer code designed to gain access to victim companies’ computer
systems using the respective firewall products.

18.  Additionally, on or about September 18, 2023, UCI and AlBashiti
discussed the sale of malware that could turn off Endpoint Detection and Response
(hereinafter “EDR”). EDR is used in cyber security to monitor, protect, and respond
to malware and protect computer systems. AlBashiti informed UCI that he had new
malware that could disable EDR security products sold by three different companies.

UC1 granted AlBashiti access to a computer server (the “FBI Server”) to allow
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