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FILED
IN OPEN COURT

IN THE UNITED STATES DISTRICT COURT FOR THE 13 2
EASTERN DISTRICT OF VIRGINIA

CLERK U.S. DISTRICT COURT

Alexandria Division ALEXANDRIA, VIRGINIA
UNITED STATES OF AMERICA Case No. 1:25-CR-307
1 Count 1: Conspiracy (18 U.S.C. § 371)
MUNEEB AKHTER Count 2: Intentional Damage to a Protected
a/k/a MICKEY AKHTER Computer Without Authorization
a’k/a MUNIB AKHTER (I8 US.C. §§ 1030(a)(5) and
(Counts 1-6) (©HC)(D)
and o _
Count 3: Obtaining Information from
SOHAIB AKHTER Computer Without Authorization
a/k/a SUHAIB AKHTER, (18 U.S.C. §§ 1030(a)(2) and
(Counts 1 & 7) (e)(2)C), 2)
Defendants. Count 4: Theft of United States Government

Records (18 U.S.C. § 641)

Counts 5-6:  Aggravated Identity Theft
(18 U.S.C. § 1028A(a)(1))

Count 7: Password Trafficking
(18 U.S.C. § 1030(a)(6))

Forfeiture Notice

Filed Under Seal

INDICTMENT

November Term - at Alexandria, Virginia

COUNT ONE
(Conspiracy to Commit Computer Fraud and to Destroy Records)

THE GRAND JURY CHARGES THAT:
1. Beginning at a time unknown to the Grand Jury but no later than February 18,

2025, and continuing through at least February 25, 2025, the defendants, MUNEEB AKHTER
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and SOHAIB AKHTER, conspired and agreed to steal and destroy government information.
Following their termination from a government contractor (Company-1), the Defendants sought
to harm the company and numerous federal government agencies by deleting databases, stealing
information, and destroying evidence of their unlawful activities.

General Allegations

At times material to this Indictment:

2. Defendant MUNEEB AKHTER, who also went by MICKEY AKHTER and
MUNIB AKHTER, resided in the Eastern District of Virginia. Defendant MUNEEB AKHTER
had previously been convicted of Access of a Protected Computer Without Authorization, in
violation of Title 18, United States Code, Section 1030(a)(2)(C) and (c)(2)(B)(i), (iii), among
other offenses, on June 26, 2015 in the United States District Court for the Eastern District of
Virginia.

3. Defendant SOHAIB AKHTER, who also went by SUHAIB AKHTER, resided
in the Eastern District of Virginia.

4. MUNEEB AKHTER was employed by Company-1 from on or about October 2,
2023, to February 18, 2025. SOHAIB AKHTER was employed by Company-1 from on or
about March 27, 2024, to February 18, 2025.

5. Company-1 was a company headquartered in Washington, D.C. Company-1
provided software products and services to more than forty-five United States federal
government agencies. Company-1 hosted data for some federal government clients on servers
located in Ashburn, Virginia. Other federal government clients used Company-1’s software but

hosted their data on their own servers.
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6. The United States Equal Employment Opportunity Commission (EEOC) was a
federal agency located in Washington, D.C. The EEOC was a customer of Company-1 and
hosted data on Company-1’s servers.

7. The United States Department of Homeland Security (DHS) was a federal agency
located in Washington, D.C. The DHS was a customer of Company-1 and hosted data on
Company-1’s servers.

8. The United States Internal Revenue Service (IRS) was a federal agency located in
Washington D.C. The IRS was a customer of Company-1 and hosted data on Company-1’s
servers.

The Conspiracy
9. From at least on or about February 18, 2025, to at least on or about February 25,
2025, within the Eastern District of Virginia, the Defendants, MUNEEB AKHTER and
SOHAIB AKHTER, did knowingly and unlawfully conspire to commit and to aid and abet the
following offenses against the United States:
a. to knowingly cause the transmission of a program, information, code, and
command, and as a result of such conduct, intentionally cause damage without
authorization to a protected computer; such damage causing the loss to one or
more persons during any one-year period, and loss resulting from a related course
of conduct affecting one or more other protected computers, aggregating at least
$5,000 in value; and affecting a computer used by and for an entity of the United
States Government in furtherance of the administration of justice, national
defense, and national security; and cause damage affecting 10 or more protected
computers during a one-year period, in violation of Title 18, United States Code,
Sections 1030(a)(5)(A), 1030(c)(4)(B), and 1030(c)(4)(A)(D)(D),(V)-(V1), 2;
b. to knowingly alter, destroy, mutilate, conceal, cover up, falsify, and make
a false entry in a record, document, and tangible object with the intent to impede,
obstruct, and influence the investigation and proper administration of a matter
within the jurisdiction of a department and agency of the United States and a case

filed under title 11, and in relation to and contemplation of such matter and case,
in violation of Title 18, United States Code, Sections 1519, 2.
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Manner and Means of the Conspiracy

10.  Following their termination from Company-1 on February 18, 2025, MUNEEB
AKHTER and SOHAIB AKHTER sought to harm Company-1 and its U.S. government
customers by accessing computers without authorization, write-protecting databases, deleting
databases, stealing information, and destroying evidence of their unlawful activities. When the
Defendants did not know the database commands necessary to accomplish their unlawful
objectives, they used an artificial intelligence tool to help them. After deleting databases and
event logs, the Defendants later used _anti-forensic techniques, reinstalled the operating systems
on the Company-1 laptops to which they had been previously assigned, and concealed evidence,
in attempts to prevent the analysis of the Company-1 laptops and hamper the investigation into
their criminal activities.

Overt Acts

I1. In furtherance of the conspiracy, and to effect the objects thereof, the defendants
and others, both known and unknown to the Grand Jury, committed, and caused to be committed,
the following acts, among others, in the Eastern District of Virginia and elsewhere:

12.  On February 18, 2025, at approximately 4:55 p.m. and approximately five
minutes after being fired by Company-1, SOHAIB AKHTER unsuccessfully attempted to
access Company-1’s computer network without authorization. SOHAIB AKHTER failed to do
so because his virtual private network connection had been deactivated, and his Windows
account had been disabled at approximately 4:50 p.m.

13.  On February 18, 2025, at approximately 4:55 p.m. and approximately five

minutes after being fired by Company-1, MUNEEB AKHTER accessed Company-1’s
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computer network without authorization and told SOHAIB AKHTER he was still connected to
the network.

14.  'On February 18, 2025, at approximately 4:56 p.m., MUNEEB AKHTER
accessed a government agency’s database on a Company-1 server, issued commands to prevent
other users from connecting or making changes to the database, and then issued a command to
delete the database.

15.  On February 18, 2025, between approximately 4:56 p.m. and 5:52 p.m.,
MUNEEB AKHTER deleted approximately 96 databases storing U.S. government information
that were hosted by Company-1. Many of these databases contained records and documents
related to Freedom of Information Act matters adminiétered by federal government departments
and agencies, as well as sensitive investigative files of federal government departments and
agencies.

16.  On February 18, 2025, at approximately 4:58 p.m., MUNEEB AKHTER issued
commands that deleted a DHS production database containing U.S. government information. The
database was hosted on a Company-1 server in the Eastern District of Virginia.

17.  On February 18, 2025, at approximately 4:59 p.m., MUNEEB AKHTER asked
an artificial intelligence tool, “how do i clear system logs from SQL servers after deleting
databases.”

18. | On February 18, 2025, at approximately 5:14 p.m., SOHAIB AKHTER stated
aloud, “They’re gonna probably raid this place,” to which MUNEEB AKHTER replied, “I’ll
clean this shit up.” SOHAIB AKHTER responded, “We also gotta clean stuff up from the other

house, man.” .
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19.  On February 18, 2025, at approximately 5:44 p.m., MUNEEB AKHTER asked
artificial intelligence tool, “how do you clear all event and application logs from Microsoft
windows server 2012.”

20.  On February 18, 2025, at approximately 6:22 p.m., MUNEEB AKHTER
attached a USB drive to a Company-1-owned laptop which had been previously assigned to him.

21.  On February 18, 2025, between approximately 6:22 p.m. and 6:28 p.m.,
MUNEEB AKHTER copied approximately 1,805 files belonging to the EEOC from the
Company-1-owned laptop to the USB drive.

22.  On February 18, 2025, at approximately 6:31 p.m., MUNEEB AKHTER
removed the USB drive from the Company-1-owned laptop.

23.  On February 18, 2025, at approximately 11:16 p.m., MUNEEB AKHTER
created an archive file called “source.7z,” using the Company-1-owned laptop to which he was
previously assigned.

24.  On February 20, 2025, between approximately 8:51 p.m. and 8:59 p.m.,
MUNEEB AKHTER attempted to access a DHS-owned laptop without authorization at least
three times.

25.  Onor about February 21, 2025, a co-conspirator wiped the contents of MUNEEB
AKHTER’s Company-1-issued laptop by re-installing the operating system.

26. On or about February 21, 2025, a co-conspirator wiped the contents of SOHAIB
AKHTER'’s Company-1-issued laptop by re-installing the operating system.

27.  On February 24,2025, MUNEEB AKHTER drove to Texas. He transported his
personal laptop, mobile device, and a Personal Identify Verification (PIV) card issued by a U.S.

government agency.
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nited States Code, Section 371.)
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COUNT TWO
(Intentional Damage to a Protected Computer)

THE GRAND JURY FURTHER CHARGES THAT:

28.  The allegations set forth in paragraphs 2 through 8 and 10 through 27 are
realleged and incorporated as if fully set forth herein.

29.  On or about February 18, 2025, in the Eastern District of Virginia and elsewhere,
the defendant, MUNEEB AKHTER, knowingly caused the transmission of a program,
information, code, and command, and, as a result of such conduct, intentionally caused damage
without authorization to a protected computer, that is, a computer owned by Company-1 that
hosted a database containing information belonging to the Department of Homeland Security,
such offense occurring after a conviction for another offense under 18 U.S.C. § 1030.

(In violation of Title 18, United States Code, Section 1030(a)(5)(A) and (c)(4)(C)(i).)



Case 1:25-cr-00307-RDA  Document1  Filed 11/13/25 Page 9 of 15 PagelD# 54

COUNT THREE
(Obtaining Information from a Computer Without Authorization)

THE GRAND JURY FURTHER CHARGES THAT:

30.  The allegations set forth in paragraphs 2 through 8 and 10 through 27 are
realleged and incorporated as if fully set forth herein.

31. On or about February 18, 2025, in the Eastern District of Virginia and elsewhere,
fhe defendant, MUNEEB AKHTER, did intentionally access a computer without authorization
and thereby obtained information from a department and agency of the United States, that is, the
EEOC, and from a protected computer, that is, a Company-1 computer hosting EEOC
information, aiding and abetting the same, such offense occurring after a conviction for another
offense under 18 U.S.C. § 1030.

(In violation of Title 18, United States Code, Sections 1030(a)(2)(B), (a)(2)(C), (c)(2)(C) and 2.)
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COUNT FOUR
(Theft of Government Records)

THE GRAND JURY FURTHER CHARGES THAT:

32.  The allegations set forth in paragraphs 2 through 8 and 10 through 27 are
realleged and incorporated as if fully set forth herein.

33.  From at least in and around February 2025 through on or about March 12, 2025,
within the Eastern District of Virginia and elsewhere, the defendant, MUNEEB AKHTER, did
willfully and knowingly steal, purloin, and convert to his use and the use of another, any record
and thing of value of the United States and of any department or agency thereof, to wit: copies of
IRS information stored on a virtual machine, including (1) copies of federal tax information and
other identifying information of at least 450 individuals, (2) copies of at least 100 reports
containing confidential IRS data related to analysis of and weaknesses in other agencies’
safeguards for federal tax information, and (3) copies of hundreds of Freedom of Information
Act requests, the value of such property in the aggregate exceeding $1,000.

(In violation of Title 18, United States Code, Section 641.)

10
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COUNT FIVE
(Aggravated Identity Theft)

THE GRAND JURY FURTHER CHARGES THAT:

34.  The allegations set forth in paragraphs 2 through 8 and 10 through 27 are
realleged and incorporated as if fully set forth herein.

35. From at least in or around February 2025 to on or about March 12, 2025, within
the Eastern District of Virginia and elséwhere, the defendant, MUNEEB AKHTER, did
knowingly transfer, possess, and use, without lawful authority, a means of identification of a real
person, specifically, a Social Security number belonging to Victim-1 included in IRS information
stored by Company-1, during and in relation to the specified violation of Title 18, United States
Code, Section 641, that is charged in Count Four.

(In violation of Title 18, United States Code, Section 1028A(a)(1).)

11
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COUNT SIX
(Aggravated Identity Theft)

THE GRAND JURY FURTHER CHARGES THAT:

36.  The allegations set forth in paragraph 2 are realleged and incorporated as if fully
set forth herein.

37. On or about August 15, 2022, in the Eastern District of Virginia, defendant
MUNEEB AKHTER knowingly possessed and used, without lawful authority, a ﬁeans of
identification of another actual person, including but not limited to the name, date of birth, Social
Security number, and passport of Victim-2, during and in relation to a felony enumerated in Title
18, United States Code, Section 1028A(c), to wit, Misuse of a Passport, in violation of Title 18,
United States Code, Section 1544.

(In violation of Title 18, United States Code, Section 1028A(a)(1).)

12
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COUNT SEVEN
(Computer Fraud and Abuse — Password Trafficking)

THE GRAND JURY FURTHER CHARGES THAT:

38.  The allegations set forth in paragraphs 2 through 8 are realleged and incorporated
as if fully set forth herein.

39.  Onor about February 1, 2625, within the Eastern District of Virginia and
elsewhere, the defendant, SOHAIB AKHTER, knowingly and with intent to defraud trafficked
in a password and similar information through which a computer may be accessed without
authorization, affecting interstate and foreign commerce, and such computer was used by and for
the Government of the United States, specifically, a password providing access to a Company-1
computer used by the United States EEOC and to an email account owned by Victim-3.

(In violation of Title 18, United States Code, Section 1030(a)(6) and (c)(2)(A).)

13
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NOTICE OF FORFEITURE
THE GRAND JURY FURTHER FINDS PROBABLE CAUSE THAT:

The defendants, MUNEEB AKHTER and SOHAIB AKHTER, are hereby notified,
pursuant to Federal Rule of Criminal Procedure 32.2(a), that upon conviction of any of the offenses
alleged in Counts One through Seven of this Indictment, they shall forfeit to the United States,
pursuant to, pursuant to pursuant to 18 U.S.C. §§ 982(a)(2)(B) and 1030(i): (1) any property
constituting, or derived from, proceeds obtained directly or indirectly, as the result of the violation;
and (2) any personal property used or intended to be used to commit or to facilitate the commission
of the violation.

The defendant, MUNEEB AKHTER, is hereby notified, pursuant to Federal Rule of
Criminal Procedure 32.2(a), that upon conviction of the offense alleged in Count Four of this
Indictment, the defendant, MUNEEB AKHTER, shall forfeit to the United States, pursuant to 18
U.S.C. § 981(a)(1)(C) and 28 U.S.C. 18 U.S.C. § 2461(c), any property, real or personal, which
constitutes or is derived from proceeds traceable to the violation.

The property subject to forfeiture includes, but is not limited to, the following:

1. MSI laptop (hard drive S/N FNO8N830910908V 14);
2. Apple iPhone XR (S/N F17YFAC9KXKN),

3. Apple iPhone XR (S/N F2LY8B02KXKP);

4. Google Android phone (IMEI 355984760425344);

5. Samsung cell phone 322 (IMEI 358533130160565);
6. Apple iPhone 15 Pro Max (S/N FLYVONOVY1); and

7. MSI laptop (S/N K2102N0020599).

14
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Il any property subject to forfeiture is unavailable, the United States may seek an order
forfeiting substitute assets pursuant to Title 21, U.S. Code. Section 853(p) and Federal Rule of

Criminal Procedure 32.2(ce).

(Pursuant to 18 U.S.C. §§ 981(a)(1)(C). 982(a)(2) and 1030(i); 21 U.S.C. § 853; 28 U.S.C.
§ 2461(c); and Fed. R. Crim. P. 32.2))

Sursuant 1o o E-Cov at Act,
The originz! of this pac: . been filed
under seal inthe C...\'s Office
—Forepersomrof-the-Grand-Jury——m—

LINDSEY HALLIGAN
UNITED STATES ATTORNEY

Vanessa Strobbe
Assistant United States Attorney

MATTHEW R. GALEOTTI
ACTING ASSISTANT ATTORNEY GENERAL
CRIMINAL DIVISION

Jbtw\g/\’“\

George S. Brown

Stefanie A. Schwartz

Trial Attorneys

U.S. Department of Justice, Criminal Division
Computer Crime and Intellectual Property Section






