MARK E. GREEN, MD, TENNESSEE BENNIE G. THOMPSON, MISSISSIPPI

Oue Hundred Nineteenth Congress
Committee on Homeland Security
1.5, House of Representatives
Washington, BC 20515

April 10, 2025

Ms. Bridget Bean
Acting Director
Cybersecurity and Infrastructure Security Agency

Department of Homeland Security
Washington, DC 20528

Dear Acting Director Bean:

This letter serves to formalize my request that the Cybersecurity and Infrastructure Security Agency
(CISA) brief members of the Subcommittee on Cybersecurity and Infrastructure Protection prior to
any significant changes to CISA’s workforce or organizational structure.! As CISA’s authorizers,
members of the Subcommittee define its mission and direct its activities. It is critical that we
understand how the Administration’s changes to the agency will affect the mission we have
established.

As you are likely aware, multiple media outlets have reported that cuts to CISA’s workforce and
programs are imminent. Late last week, CBS News reported that the Trump Administration plans to
reduce CISA’s workforce by nearly 40 percent.” These cuts will allegedly impact CISA’s threat
hunting, vulnerability management activities, and election security work, among other things.® On
Tuesday night, Secretary Noem circulated to all employees of the Department of Homeland Security
an email indiscriminately urging them to quit their jobs, which could disrupt a range of mission sets
at CISA.*

These rumored and pending changes to CISA’s workforce and programs are more alarming in the
context of cuts CISA has already made or attempted to make. CISA fired 130 probationary employees
in February, reinstated them in March pursuant to a Federal court order, and immediately placed them
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on administrative leave.® With the Federal court order lifted, it appears that the mass-firing of
probationary employees may resume.® Last month, CISA terminated red team contracts that support
efforts to identify network vulnerabilities.” Additionally, CISA cut $10 million in funding for the
Multi-State Information Sharing and Analysis Center and eliminated funding the Elections
Infrastructure Information Sharing and Analysis Center, both of which provide essential cybersecurity
services to state and local governments.®

Security experts and CISA’s stakeholders have already raised concerns. Mark Montgomery, the
Senior Director of the Center on Cyber and Technology Innovation at the Foundation for Defense of
Democracies, said the cuts are “harming national security on a daily basis” and that “[t]his goes well
beyond ‘disruption’ and is actually causing ‘destabilization.””” The Director of Government Affairs
for the National Association of State Chief Information Officers similarly remarked on the pending
cuts: “It is bewildering that this Administration would remove congressionally approved resources at
this critical time, especially as they ask states to shoulder more of the burden to stop cyber attacks.”!°
I agree.

It is difficult to convey in writing the full extent of my concern regarding the rumored plans to
decimate CISA, but it suffices to say that upending an agency that plays such an important role in
defending the homeland while keeping Congress in the dark is wholly unacceptable. At no point has
CISA provided the Subcommittee any justification for the drastic reorganization that is apparently
well underway, nor has it explained how CISA will execute its congressionally mandated mission
with a fraction of the workforce and resources. CISA must brief members of the Subcommittee on
proposed changes to CISA’s workforce and programs as soon as possible.

Thank you for your prompt attention to this request.

Sincerely,

Gz St

Eric Swalwell

Ranking Member

Subcommittee on Cybersecurity and
Infrastructure Protection
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