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Cybersecurity - Global

Our heat map shows sectors with $7.1
trillion in debt face heightened cyber risk

Summary
Cyber risk in the telecommunications, airlines, and power generation industries shifts to the

highest level in our latest cyber heat map. Numerous other sectors, including manufacturing,

education, medical products, mass transit, and ports, also show more acute risk than in our

2022 heat map, either due to rising exposure or weaker oversight than in other industries.

Together, these sectors account for $7.1 trillion of debt. Our heat map uses both data and

analytical insights to assess cyber risk in 71 industries globally. It shows rising risk across 16

industries. We score sector-level cyber risk on a four-level scale: Low, Moderate, High, or Very

High.

Telecommunications and airlines join other critical infrastructure industries facing

Very High risk. Major telecom companies have experienced damaging cyberattacks in

recent years, while the dependence of airlines on digital technology has made it vulnerable

to operational disruption. Electric, gas and water utilities, and not-for-profit hospitals are also

at the highest risk level. All these industries are highly digitized and play a crucial role in the

functioning of society and the economy.

Eleven new industries shift to High risk. High risk and Very High risk sectors now

represent $28 trillion in debt. New High risk sectors include automobile manufacturers and

suppliers, education, manufacturing, energy and ports. Greater risk at ports is illustrated by a

slew of recent multiday disruptions in Japan and Australia. Higher education institutions have

become more vulnerable due to comparatively weak defenses, while manufacturing sectors

face rising risk due to increasing digitization of their production processes.

Growing digitization is driving increasing exposure to cyber risk. We now score two

thirds of industries globally as highly or very highly digitized, bringing total rated debt in

those classifications to 87%, from 74% in 2022. Underscoring the critical dependence of the

various sectors on digital infrastructure and the extensive ramifications of such disruptions,

was the July 2024 CrowdStrike incident where a defective software update led to the

malfunction of millions of Windows devices in numerous industries globally.

Our cyber heat map assesses both exposure to cyber risk and cyber defense. We

assess organizations’ exposure to cyber risk (60%) and their preparedness to mitigate the risk

(40%). Two components, their systemic role and digitization, make up the exposure factor.

The mitigation factor has three components: perimeter integrity (protecting the integrity

of a network's perimeter against cyberattack), cyber diligence, and cyber governance. Our

assessment is for sectors and not individual debt issuers, so some issuers may have higher or

lower exposure than their peers.

http://www.surveygizmo.com/s3/1133212/Rate-this-research?pubid=PBC_1420289
https://www.moodys.com/research/doc--PBC_1261061
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Sixteen sectors show heightened cyber risk in our 2024 heat map
Our latest cyber heat map points to higher cyber risk in 16 of the 71 sectors we assessed (Exhibit 1). Sectors with heightened cyber risk

span a wide variety of industries including airlines, manufacturing and ports. Together, these sectors account for $7.1 trillion of debt,

representing 9% of Moody's $82 trillion portfolio.

Exhibit 1

Cyber risk has risen in sectors representing $7.1 trillion of debt
Sectors where cyber risk has moved higher or lower

Source: Moody's Ratings

Two main factors are driving these higher cyber risk scores. These are firstly increased sector digitization, which introduces a more

extensive digital footprint potentially more vulnerable to cyberattack, and secondly below-average cyber risk mitigation practices.

This publication does not announce a credit rating action. For any credit ratings referenced in this publication, please see the issuer/deal page on https://ratings.moodys.com for the

most updated credit rating action information and rating history.
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Heightened overall risk is accompanied by increased digitization for airlines, power generation projects, automobile manufacturers and

suppliers, oil & gas refining and marketing, and ports. For other sectors digitization risks have stayed the same but are coupled with

weakened defenses. These include education and not-for-profits, finance companies, manufacturing, mass transit, medical products

and devices, integrated oil companies, and protein and agriculture industries.

A fuller explanation of the drivers underpinning changes in sector scores is available by accessing the cyber heat map data here.

Telecommunications and airlines are among sectors rising to Very High risk
Cyber risk facing telecom firms, airlines, and power generation projects has risen to Very High in our latest heat map from High in

2022. With their addition, $4.7 trillion of debt, representing eight sectors, now falls in the highest risk category (Exhibit 2).

Exhibit 2

Eight sectors with $4.7 trillion in rated debt face Very High cyber risk
Very High risk sectors in our cyber risk heat map, by value of debt ($ billions)

Source: Moody's Ratings

Sectors designated as Very High risk typically play an important systemic role and are highly digitized. The main distinction between

these sectors and those rated as High lies in their systemic importance.

Cyberattacks on major telecommunications firms highlight the sector's vulnerability

The Telecommunications sector rises to the highest cyber risk category due to its systemic importance and broad digitization, along

with weaker defense practices compared with other lower risk vital sectors.

Costly cyberattacks on companies such as T-Mobile USA (Baa2 stable), AT&T Inc. (Baa2 stable) and Optus Australia, a subsidiary of

Singtel Optus Pty Limited (A3 stable) underscore the industry's Very High risk designation. These firms have experienced numerous and

severe attacks in recent years that have resulted in the theft of personal information from millions of current and former customers and

led to substantial financial settlements with regulators1. The breaches illustrate the critical challenges telecommunications companies

face in safeguarding sensitive customer data against increasingly sophisticated cyberattacks.
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Telecommunications firms have made substantial investments in digital transformation, particularly in migrating significant portions

of their operations to the cloud. While cloud services can reduce some cyber risks tied to the business, they may also introduce new

vulnerabilities. This was evident in a recent AT&T breach where malicious actors gained access to data stored on a third-party cloud

platform.

Although telecommunications companies are investing heavily in cybersecurity, their efforts have yet to counteract their heightened

risk exposure. This stands in contrast to the very highly exposed banking sector, for instance, which despite facing similar risks, has more

effectively mitigated the threat through implementation of top-tier cybersecurity measures. An example of weaker mitigation practices

would be the telecommunications sector's vulnerability management where data from Moody's affiliate, Bitsight Technologies, points

to the sector being 2.5 times more likely to have unaddressed Known Exploited Vulnerabilities (KEVs) 2 affecting their networks than

banks. The sector's cyber diligence and cyber governance scores similarly show weaker results in our 2023 cyber survey.

Heightened digitization of the airlines industry raises its risk to Very High from High

Airlines operate within a highly digital and increasingly interconnected ecosystem, rendering them susceptible to a range of cyber

threats targeting sensitive customer data. Cybersecurity concerns include the potential for unauthorized access to flight control

systems—despite high levels of security—and disruption to operational systems, such as aircraft and crew assignments, flight tracking

and/or ticketing. Such incidents could inflict significant financial damage and tarnish a company's reputation. The industry's reliance on

third-party software for many services introduces further vulnerabilities.

An example of the risk stemming from increased digitization is the incident involving CrowdStrike Holdings Inc. (Baa3 stable) in July

2024 where a defective software update led to the malfunction of millions of Windows devices globally. Even though this was not a

cyberattack, the airlines industry was severely impacted, with carriers forced to cancel thousands of flights over several days. Delta Air

Lines (Baa3 positive) was particularly hard hit and took over a week to resume normal operations. The company is facing substantial

financial losses due to operational disruption, customer compensation, and a pending class-action lawsuit.

The sector's cyber risk mitigation as evaluated in this heat map shows weak results for digital perimeter integrity. Data from Bitsight

indicates that the sector is among those most likely to display signs of networks compromised by potentially malicious programs or

applications, leaving them more vulnerable to exploitation. Airlines also rank in the bottom third of sectors based on our assessment of

their exposure to KEVs.

Cyber risk for not-for-profit hospitals and various utilities remains at Very High

Not-for-profit hospitals remain exposed to Very High cyber risk due to their reliance on digital technologies for patient care and the

high value of sensitive health information they handle. Their essential role in patient care, with human lives at risk, underscores their

systemic importance. Hospitals are more likely to pay ransoms to ensure their systems stay operational. The combination of potential

loss of life and valuable patient data makes them attractive targets for cybercriminals.

The increasing complexity of hospital networks, with a multitude of interconnected devices and systems, further compounds these

vulnerabilities. The rapid digital transformation in healthcare, often outpacing the implementation of corresponding cybersecurity

measures, exacerbates the situation. Consequently, the combination of valuable data, expanding attack surfaces, and the critical nature

of hospital services contributes to the Very High cyber risk in this sector.

Two recent cyber event-related credit rating actions, Mount Sinai Hospital NY’s downgrade from Baa1 to Baa3 with a negative outlook,

and Ascension Health Alliance’s (Aa2) outlook revision from stable to negative, highlight the credit risks they face.

Utilities, including electric and gas transmission and distribution, regulated and unregulated utilities, water and wastewater utilities

also remain at Very High cyber risk. This is due to their role in critical infrastructure, making them attractive targets for sophisticated

cyberattacks aimed at causing widespread disruption. A recent spate of cyberattacks on water and wastewater utilities, including

American Water Works Company, Inc. (Baa1 stable), Southern Water Services Limited (Southern Water, funded through SW (Finance)

I PLC , Baa3 under review for downgrade), and South Staffordshire Water plc (South Staffs Water, Baa2 stable), point to their

vulnerability.

The integration of digital technologies and the presence of legacy systems increase vulnerabilities, while interconnected utility

networks amplify the potential impact of any attack. Most utilities are very highly digitized. They are increasingly leveraging advanced
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technologies such as smart grids, Internet of Things (IoT) devices and automated control systems to enhance operational efficiency

and reliability. This digitization facilitates real-time monitoring and management of utility assets, but also introduces new cyber

vulnerabilities.

Utilities attempt to offset these risks by deploying robust cyber governance and management programs, but due to large differences in

scale and regulatory support for cybersecurity cost recovery, there is wide variability in individual utilities’ ability to maintain the same

level of investment as other corporations and financial institutions.
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With the addition of 11 new sectors, High risk industries now represent $23 trillion in debt
Eleven sectors move to the High risk category from Moderate. They include automobile manufacturers and their suppliers, education,

manufacturing and ports (Exhibit 3). This takes total debt scored as either Very High or High cyber risk to $28 trillion.

Exhibit 3

24 sectors with $23.2 trillion in debt face High cyber risk
High risk sectors in our cyber risk heat map, by value of debt ($ billions)

Source: Moody's Ratings

Sectors designated as High risk are typically highly reliant on digital technology to operate their business, but their systemic role is less

critical than sectors in the Very High risk category.

Automakers face rising cyber risk due to greater digitization in vehicle production and operation. These firms rely heavily on fully

automated manufacturing facilities whereby production lines are operated by computer systems, often with little human oversight.

Automotive supply chains are highly complex and typically use electronic data interchange (EDI) systems (a method of exchanging
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business documents electronically) to synchronize vehicle production with supplies of automotive parts. Auto manufacturers' exposure

to cyber risk is further exacerbated by weak perimeter integrity and the systemically important role the sector sometimes plays as a

significant contributor to the economic welfare of a certain region.

Education and not-for-profit institutions have become more vulnerable targets due to weak defenses. Universities, which are hubs

of innovation and rich in valuable data, have become prime targets for cybercriminals. The education sector has reported one of the

highest rates of ransomware attacks. Specifically, two thirds of education organizations reported a ransomware attack in 2023/2024. In

addition, the costs of those incidents have more than tripled in the last year. Data from Bitsight and from our cyber survey show that

they are not doing enough to mitigate the risks that come with high digitization. Entities in the education and not-for-profit sector are

among the least prepared when it comes to protecting their network perimeters and executing basic cyber practices like multifactor

authorization (MFA) and educating staff and students about cyber risk.

The manufacturing sector has increased its reliance on Industrial Control Systems and operational technology. These systems, which

automate and operate industrial processes, were traditionally isolated but are now more connected. Many, however, were not designed

with cybersecurity as a priority, rendering them susceptible to cyber threats. The sector's complex global supply chain introduces

further vulnerabilities, as each vendor or partner can potentially bring new risks, allowing attackers to exploit weaker links to access

more secure networks. Furthermore, the manufacturing sector is a repository of valuable intellectual property, making it an attractive

target.

Our assessment shows that manufacturing organizations rank in the bottom 20% for perimeter integrity, leaving them exposed to

known, exploitable software vulnerabilities. Additionally, our cyber survey responses indicate that, while large manufacturers have

established strong cyber diligence practices, many small and mid-size organizations lack adequate cybersecurity measures due to

budget constraints or a shortage of specialized personnel.

Ports are crucial to global trade and logistics, serving as key nodes in supply chains worldwide. Adoption of technologies like Internet

of Things (IoT) devices for tracking containers, automation in loading and unloading processes, and digital platforms for managing

shipping documentation have enhanced efficiency, but they also expand the attack surface for cybercriminals. Vulnerabilities in these

systems can disrupt port activities, leading to significant financial losses and supply chain delays.

The complexity of port operations, involving multiple stakeholders, and their essential role in national economies further complicate

cybersecurity efforts. A combination of increased digitization and weak cyber governance practices makes ports highly vulnerable,

as highlighted by recent multiday disruptions in Japan and Australia. In July 2023, a ransomware attack hit Nagoya, Japan’s largest

port. Similarly, in November 2023, DP World Australia (Baa2 stable), which handles about 40% of the country’s goods, had to halt

operations at several ports due to a cyberattack.

Cyber risk declines in five sectors

Media & entertainment and publishing are now considered to be at Moderate risk (down from High in 2022), while beverage

industry, building materials, and privately financed public infrastructure projects (PPPs) have moved from Moderate to Low risk.

This change is driven by their lighter systemic roles and our increased emphasis on exposure, combined with above average mitigation

scores.
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Growing digitization is driving increasing exposure to cyber risk
Our heat map shows increased digitization across 16 industries, making two thirds of industries now either highly or very highly

digitized. Total debt classified under High or Very High digitization has risen to 87%, from 74% in 2022 (Exhibit 4).

Exhibit 4

The share of total debt with High or Very High digitization risk has increased to 87% from 74%

Source: Moody's Ratings

Digitization has also increased to High in six sectors without raising their overall cyber risk score. Those sectors include Airports,

Chemicals, Shipping, Surface Transportation and Logistics, Toll Roads, and Structured Finance.

Airports have integrated advanced technologies to improve efficiency, security, and passenger experience. Digital systems now assist

with check-in, security screening, and boarding, while RFID tags and barcodes have transformed baggage handling, enabling accurate

tracking and automated sorting to minimize mishandling.

In the chemicals industry, increased digitization involves the use of IoT devices and sensors for real-time monitoring and control in

production facilities. In the realm of chemical distribution, digitization extends to customer interactions through online platforms and

mobile apps, offering customizable products and easier ordering. Digitization presents clear benefits for chemical companies, enhancing

competitiveness, sustainability, and innovation in a complex global market.

The shipping industry has significantly ramped up its digitization efforts, integrating advanced technologies across various aspects of

its operations to boost efficiency, enhance customer service, and streamline logistics. This digital transformation is evident through the

adoption of automation and robotics for cargo handling, which not only minimizes human error but also ensures continuous operation,

thereby increasing throughput.

In surface transportation and logistics, the embrace of digital technologies is multifaceted, incorporating advanced tracking and

routing systems, cloud-based logistics platforms, and data analytics. GPS and IoT devices now enable real-time tracking of vehicles

and cargo, providing up-to-the-minute updates on location, condition, and estimated arrival times, which significantly improves the

precision of logistics operations

Toll roads have seen increasing adoption of electronic toll collection (ETC) systems, such as RFID tags or transmission devices tied to

accounts and license plate recognition technology, which eliminate the need for manual toll booths, reducing traffic congestion and

lowering emissions from idling vehicles.

Digitization has become more apparent for structured finance transactions, particularly considering mortgage servicer cyberattacks in

the last year that made it clear that the short-term inability to process payments is the primary way in which cyber risks could impact a

structured finance deal.
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Cyber risk is a function of exposure and mitigation
Our 2024 cyber heat map evaluates the cyber risk of 71 global industries using a four-level scale: Low, Moderate, High, or Very

High (see Appendix B for definitions). This evaluation combines two components: exposure to cyber threats (60% of the overall

score), balanced by cyber defense or mitigation (40%). This represents a shift from the equal weighting we assigned to exposure and

mitigation in our 2022 cyber risk heat map. The shift underscores our evolving perspective that cyber risk is primarily determined by

exposure due to a broadening threat landscape driven by rapid digitization. Meanwhile, mitigation efforts still play an important role

in adjusting the overall risk profile by effectively reducing the impact of such exposures. The structure of our 2024 cyber heat map

methodology is shown in Exhibit 5 below.

Exhibit 5

Cyber risk exposure, adjusted for risk mitigation data, drives our sector scores
Two factors and five subcategories inform the scores

Sources: Moody's Ratings and Bitsight Technologies, Inc.

The exposure component assesses the attractiveness and vulnerability of organizations within an industry to cyberattacks. This

assessment is qualitative, leveraging the expertise of analysts from Moody’s Ratings. The mitigation component, on the other hand,

evaluates the existence and effectiveness of cyber defense strategies in place. For this evaluation we rely on data from Bitsight, a

cybersecurity ratings firm in which Moody's owns a minority stake, and the anonymized, aggregated findings from our 2023 issuer

cyber survey.
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Exhibit 6

Components of our cyber risk assessment

Sources: Moody's Ratings and Bitsight Technologies, Inc.
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Appendix A
Scoring for sectors with Very High cyber risk - representing $4.7 trillion of debt

Very High cyber risk sectors exhibit the highest level of cyber risk exposure, driven by their systemic importance and broad digitization,

partially offset by moderate risk mitigation practices.
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Scoring for sectors with High cyber risk - representing $23.2 trillion of debt3

High cyber risk sectors exhibit high levels of exposure, typically driven by extensive digitization and a less important systemic role,

partially offset by moderate cyber risk mitigation practices.
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Scoring for sectors with Moderate cyber risk - representing $44.2 trillion of debt4,5

Moderate cyber risk sectors exhibit average exposure, and comparatively stronger cyber risk mitigation practices.
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Scoring for sectors with Low cyber risk - representing $9.8 trillion of debt

Low cyber risk sectors typically exhibit low exposure and comparatively stronger risk mitigation practices.
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Appendix B
Cyber risk scoring definitions and guidance

We score cyber risk on a four-point scale.

Endnotes
1 The frequency of cyber incidents at T-Mobile, in particular, led us to lower their ESG Social Score to S-4 (highly negative) from the S-3 (moderately

negative) to reflect their increased customer relations risk.

2 Known Exploited Vulnerabilities (KEV) catalog is a CISA maintained compilation of known security vulnerabilities in software that have been exploited by
bad actors in real-world scenarios.

3 For Education and not-for-profits, the perimeter integrity score is only based on KEV findings. We exclude Botnet Infections and Potentially Exploited data
to avoid capturing erroneous data associated with guest networks.

4 Due to insufficient or unavailable data, Sovereigns and Regional and local governments - emerging markets risk mitigation scores are derived qualitatively.

5 For Airports, the perimeter integrity score is only based on KEV findings. We exclude Botnet Infections and Potentially Exploited data to avoid capturing
erroneous data associated with guest networks.
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