An emerging South-East Asian player in the
ransomware threat landscape

e Cisco Talos discovered an unknown threat actor, seemingly of Viethamese origin,
conducting a ransomware operation that began at least as early as June 4, 2023.

e This ongoing attack uses a variant of the Yashma ransomware likely to target multiple
geographic areas by mimicking WannaCry characteristics.

e The threat actor uses an uncommon technique to deliver the ransom note. Instead of
embedding the ransom note strings in the binary, they download the ransom note note
from the actor-controlled Github repository by executing an embedded batch file.

Threat actor analysis

Talos assesses with high confidence that this threat actor is targeting victims in
English-speaking countries, Bulgaria, China, and Vietnam, as the actor’s GitHub account,
“nguyenvietphat,” has ransomware notes written in these countries’ languages. The presence of
an English version could indicate the actor intends to target a wide range of geographic areas.

Talos assesses with moderate confidence that the threat actor may be of Vietnamese origin
because their GitHub account name and email contact on the ransomware notes, spoofs a
legitimate Vietnamese organization’s name. Also, on their ransom note, they asked victims to
contact them between 7:00PM and 11:00PM UTC+7, which overlaps with Vietnam’s time zone.
We also spotted a slight difference in the Viethamese language ransom note, as it starts with
“Sorry, your file is encrypted!” in contrast to the others that begin with, “Oops, your files are
encrypted!”. By saying “sorry,” the threat actor may have intended to show a heightened
sensitivity toward victims in Vietham, which could indicate the attackers themselves are
Vietnamese.

We further assess the threat actor began this campaign around June 4, 2023, because they
joined GitHub and created a public repository called “Ransomware” on that date, which overlaps
with the compilation date of the ransomware binary. In the repository, they added ransom note
text files in five languages: English, Bulgarian, Vietnamese, Simplified Chinese, and Traditional
Chinese.
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GitHub repository that contains ransom notes.

Ransom note

The actor demands the ransom payment in Bitcoins to the wallet address
“bc1qtd4qvOwmgtu2rdrOwr8tka2jgd4cgmz04z5mc7” and they double the ransomware price if
the victim fails to pay within three days, according to our ransomware note analysis. The actor
has an email address, “nguyenvietphat[.Jn[at]gmail[.Jcom,” for the victims to contact them. At the
time of our analysis, we had not observed any bitcoin in the wallet, and the ransom note did not
specify an amount, indicating the ransomware operation might still be in a nascent stage.

The ransom note text resembles the well-known WannaCry ransom note, possibly to obfuscate
the threat actor’s identity and confuse incident responders.
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Many of your documents, photos, videos, databases and other files are no longer
because they have been encrypted Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without

Sure. We guarantee that you can recover all your files safely and easily. But you have

You can decrypt some of your files for free. Try now by clicking <Decrypt>

But If you want to decrypt all your files, you need to pay

You only have 3 days to submit the payment. After that the price will be doubled
Als0, if you don't pay in 7 days, you won't be able to recover your files forever.

(We will have free events for users who are so poor that they couldn’t pay in 6 months

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>
Please check the current price of Bitcoin and buy some bitcoins. For more information,

lAnd send the correct amount to the address specified in this window
|After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
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The ransom note of WannaCry ransomware.
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Ransomware-English. txt

Ooops, your files have been encrypted!

What Happend to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer accessible because they have been
encrypted. Maybe you are busy looking for a way to recover your films, but do not waste your time. Nobody can recover
your files without our decryption service.

Can | Recover My Files?

Sure. We guarante that you can recover all your files safly and easily. But you have not so enough time.
If you want to decrypt all your files, you need to pay.

“ou only have 3 days to submit the payment. After that the price will be double.

Also, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do | Pay?

Payment is accepted in Bitcoin only.For more goes in your browser and search ("About Bitcoin")

Please check the current price of Bitcoin and buy some bitcoins. For more information, goes in your browser and search
("How to buy bitcoins").

And send the correct amount to this ("address Bitcoins / Bitcoin Wallet:
beiqid4gqvOwmgtu2rdrowr8tka2jg44comz04z5meT =)

After you payment, please email to me: nguyenvietphat.n@gmail.com. Best time to email is

7:00pM - 11:00PM (UTC+7) from Saturday and Sunday.

Once the payment is checked, you can start decrypting your files immediately.

Contact
If you need your assistance, send a message to us by send email to us: nguyenvietphat.n@gmail.com.

We strongly recemmend you to net remove this software, and disable your anti-virus for a while, until you pay and the
payment gets processed. If your anti-virus gets updated and removes this software automatically, it will not be able to
racovaryour files even if you pay!
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Ransomware-Bulgarian. txt

‘Oooo! Bawure dainose ca WHpposanu!

Kakeo c& Cnyyu © MOA KOMMIOTLP?

Balmre BawHi Iainose ca Kpunmpanm

MHOTO OT BAWNTE AOKYMEHTH, CHUMIM, BIIEOKNNOEE, Ba3V JaHHI U APYTH (hakN0BE BEYS HE £3 [OCTBNHK, 33W0TO
3 KpUNTUpaHW. MOKE B CTE 3368TI 13 ThPCHTE HAYMH 3 BLICTAHOBWTE (HANMIATE T, HO HE CI TYEETE BPEMETO.
Hikoit He Moxe fa BuacTanosy sawwTe dajinose Gea walwaTa yonyra 3a gewumdprpane.

Mora fu i@ BL3cTaHoBR hainosete cu?

Curyped. Hue rapanTupame, 4& MOXETE Na BbICTAHOBMTE BCHYKMTE CH (painoBe Ge3sonacko W necHo. Ho Hamare
[OCTATLYHO BpEMe.

AKO UCKaTE Oa AelwndpUpaTe BCHUKKTE cu dhaknoee, TpRbBa na nnature.

Wmate camo 3 AW, 3a na vanpatwTe Nnawarero. Cneg Tosa yeHara we Guae geodka.

OcBEH TOBA, 3KO HE NNATHTE B0 7 AHA, HAMA 03 MOKETE 13 BbICTAHOBHTE (DARNCBETE CA JaBMHAr.

LUje umane BesnnaThin cLBUTAS 33 NOTPEBKTENM, KOWTO Ca TONKOBA BAMHM, Y8 HE MOTaT [4a NNATAT 33 6 Meceua.

Kak pa nnata?
Mnawaxeto ce npuema & GuTkoiin. 3a noseue oTwaeTe 8 GpaysLpa cv u noTbpceTe (,3a BUTKoANH')

Mons, NpoBepeTE TekyLaTa LEeKa Ha GHTKDIRN W KyNETe Manko GUTKOMK. 3a NoBE4E NHAIOPMALMA DTAIETE B
Bpayabpa ci 1 noTspceTe (,Kax A3 kyna BUTKoHI').

W wanpareTe npaBKnHaTa cyma Ha ToBa (,anpec GUTKOHHW/GUTKOAH nopTdedn:
belgtd4gqviwmgtu2rdrowrBtka2jgd4cgmz04z5meT™)

Crieq Kato NNATHTe, MONA, WanpaTeTe MK wmein: nguyenvietphat n@gmail.com. Hai-nobpoTo speme 3a umedin e
19:00 - 23:00 (UTC+7) o1 cuboTa U Hegens.
‘Cneq karo Guoe , MOXETE

Aa aa BawuTe thaiknose.

KoHTakt
AKO MMaTE HYHAA OT BALLATA NOMOLL, M3NPATETE ChOGLISHHE A0 HAC, KATO HH HANPATHTE MMERn:
nguyenvietphal.n@gmail.com

CHIHO B NpENOPLYBANE 13 HE NPEMAXBATE T03H COHTYEp W 1A ABSKTUBMPATE AHTMBIDYCHATA CH NPOTPama 3a
M3BECTHO BPEME, ADKATO He NNATHTE W NNalaHeTo He Gbae obp: . AKO BawaTa an nporpama ce
BKTYENMINPA M NDEMaXHE TO3W cotTyep ABTOMATHMHO, T HAME 43 MOXE 48 BLICTAHOBM BalMTE hainose 4opk 1 Aa

_nnamurel
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Ransomware-Vietnamese.txt

Rét tiéc, tép cla ban da dugc ma hoal

Biku gl xdy ra véi may tinh cla t8i?

Cac tap tin quan trong cla ban dugc ma hoa.

Nhidu tai liéu, anh, video, co' s& di li@u va cac tép khac cla ban khéng con truy cip duroc vi ching da duoc ma
hoa. Cé thé ban dang ban tim cach khai phuc phim clia minh, nhumg dirmng Iang phi thai gian. Khong ai co thé
khéi phuc tp ciia ban néu khang c6 dich vy gidi mé clia ching ti.

T&i c6 thé khéi phyc tép clia minh khéng?

Chdc chan. Ching t&i dam béo rdng ban cé thé khai phuc tit ca cac tép cla minh mét cach an toan va dé dang.
Nhung ban khéng cd dd thii gian.

Néu ban muén giai ma tit ca cac tép cla minh, ban cin phai tra tidn

Ban chi c6 3 ngay dé gi¥i thanh todn. Sau 46 gia sé tang gép dbi

Ngoai ra, néu ban khong thanh toan trong 7 ngay, ban s& khéng thé khai phyc cac tép cla minh mai mai.
Chiing t6i 58 c6 céc su kién mién phi cho nhirng ngui ding nghéo dén mirc hg khéng thé tra tién trong 6 thang.

Lam thé nao dé t8i tra tién?

Thanh toan chi duoc chip nhan bang Bitcoin. D biét thém thang tin, hay truy cap vao trinh duyét ciia ban va tim
kiém ("Gigri thigu vé Bitcoin™)

Vui lang kiém tra gia hién tai cia Bitcoin va mua mét sé bitcoin. D biét thém théng tin, hay truy cap trinh duyét
cua ban va tim kiém ("Cach mua bitcoin™).

Va giri 58 tién chinh xac t&i dja chi nay ("dia chi Bitcoin / Vi Bitcoin:
beigtd4qviwmgtuZrdrOwr8tka2jg44comz04z5meT™)

Sau khi thanh toan, vui long giri email cho 19i: nguyenvietphat.n@gmail.com. Théi gian 14t nhét dé giri email 1a
7.00 chiéu - 11:00 tdi (UTC+7) tir Thir Bay va Chd Nhat.

Sau khi thanh toan dwgc kiém tra, ban co thé bit dAu giai ma cac tép clia minh ngay I4p tirc.

Lién hé
Néu ban cin sy hé tro clia ban, hay gl tin nhan cho chiing thi bing cach giri email cho ching tbi
nguyenvietphat.n@gmail.com.

Chiing 16i thirc sy khuy@n ban khéng nén g& bé phan mém nay va tit phan mém chéng vi-rut cia ban trong mét
théi gian cho dén khi ban thanh todn va khoan thanh toan duo;c xi¥ Iy. Méu churong trinh chéng vi-nit clia ban
duec cap nhat va tw dong xaa phan mém nay, né sé khang thé khai phuc cac t8p cla chung t9i ngay ¢ khi ban
tré tidn!

Ransom notes samples of the Yashma variant.

After encryption, the Yashma ransomware variant sets the wallpaper on the victim’s machine, as
seen in the image below. It seems that the operator downloaded this picture from
wwwl[.JFXXZ[.]Jcom and embedded it in the Yashma variant binary. The wallpaper set by the
Yashma variant in the victim’s machine also mimics the WannaCry ransomware.

Yashma variant wallpaper(left) and WannaCry wallpaper(right).

Customized Yashma Ransomware Variant

The actor deployed a variant of Yashma ransomware, which they compiled on June 4, 2023.
Yashma is a 32-bit executable written in .Net, and a rebranded version of Chaos ransomware,
which appeared in May 2022. In this variant, most of Yashma’s features remained unchanged
and have been described by the security researchers at Blackberry, with the exception of a few

notable modifications.

Usually, ransomware stores the ransom note text as strings in the binary. However, this variant
of Yashma executes an embedded batch file, which has the commands to download the ransom



https://blogs.blackberry.com/en/2022/05/yashma-ransomware-tracing-the-chaos-family-tree

note from the actor-controlled Github repository. This modification evades endpoint detection
solutions and antivirus software, which usually detect embedded ransom note strings in the
binary.

rate static List<string> messages = new List<string>

"cd Desktop”,

"winget install --id Git.Git -e --source winget",

"git clone https://github.com/nguyenvietphat/Ransomware.git",
"cd Ransomware",

"Ransomware-English.txt"

Contents of the batch file.

Earlier versions of the Yashma ransomware established persistence on the victim machine in
the Run registry key and by dropping a Windows shortcut file pointing to the ransomware
executable path in the startup folder. The variant we observed also established persistence in
the Run registry key, but it was modified to create a “.url” bookmark file in the startup folder that
points to the dropped executable located at “%AppData%\Roaming\svchost.exe”.

string folderPath = . ( .SpecialFolder. )3
string str = Process. 0. 5

using (StreamWriter streamWriter = new StreamWriter(folderPath + "\\" + str + ".url"))
{

string location = Assembly. 0.
streamWriter.WriteLine("[InternetShortcut]™);
streamWriter.WritelLine("URL=file:///" + location);
streamWriter.WriteLine("IconIndex=0");

string str2 = location.Replace('\\", '/');
streamWriter.WritelLine("IconFile=" + str2);

A function that creates the bookmark file.

One notable feature the threat actor chose to keep in this variant is Yashma’s anti-recovery
capability. After encrypting a file, the ransomware wipes the contents of the original unencrypted
files, writes a single character “?” and then deletes the file. This technique makes it more
challenging for incident responders and forensic analysts to recover the deleted files from the
victim’s hard drive.
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Anti-recovery

The code snippet shows the anit-recovery feature of the ransomware.
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Cisco Secure Endpoint (formerly AMP for Endpoints) is ideally suited to prevent the execution of
the malware detailed in this post. Try Secure Endpoint for free here.

Cisco Secure Web Appliance web scanning prevents access to malicious websites and detects
malware used in these attacks.

Cisco Secure Email (formerly Cisco Email Security) can block malicious emails sent by threat
actors as part of their campaign. You can try Secure Email for free here.

Cisco Secure Firewall (formerly Next-Generation Firewall and Firepower NGFW) appliances
such as Threat Defense Virtual, Adaptive Security Appliance and Meraki MX can detect
malicious activity associated with this threat.

Cisco Secure Malware Analytics (Threat Grid) identifies malicious binaries and builds protection
into all Cisco Secure products.

Umbrella, Cisco's secure internet gateway (SIG), blocks users from connecting to malicious
domains, IPs, and URLs, whether users are on or off the corporate network. Sign up for a free
trial of Umbrella here.

Cisco Secure Web Appliance (formerly Web Security Appliance) automatically blocks potentially
dangerous sites and tests suspicious sites before users access them.

Additional protections with context to your specific environment and threat data are available
from the Firewall Management Center.
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https://meraki.cisco.com/products/appliances
https://www.cisco.com/c/en/us/products/security/threat-grid/index.html
https://umbrella.cisco.com/
https://signup.umbrella.com/?utm_medium=web-referral?utm_source=cisco&utm_campaign=umbrella-free-trial&utm_term=pgm-talos-trial&utm_content=automated-free-trial
https://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/firepower-management-center/index.html

Cisco Duo provides multi-factor authentication for users to ensure only those authorized are
accessing your network.

Open-source Snort Subscriber Rule Set customers can stay up to date by downloading the
latest rule pack available for purchase on Snort.org. Snort SIDs for this threat are <>.

ClamAY detections are available for this threat:

Win.Ransomware.Hydracrypt-9878672-0

|OCs

Indicators of Compromise associated with this threat can be found here.
Hash

3eab6df18492d21811421659c4cf9b88e64c316f2bef8a19766b0c79012476cac

Email address

nguyenvietphat[.]Jn[atl]gmail[.Jcom
URL

hxxps[://]github[.Jcom/nguyenvietphat/Ransomware][.]git

GitHub Repository

nguyenvietphat/Ransomware


https://signup.duo.com/?utm_source=talos&utm_medium=referral&utm_campaign=duo-free-trial
https://www.snort.org/products
https://github.com/Cisco-Talos/IOCs/blob/main/2022/12/xlling-in-excel-malicious-add-ins.txt

